Risk Rating Criteria




Illustrative Likelihood Rating Scale[footnoteRef:1] [1: Descriptions for likelihood and consequence have been adapted from SA/SNZ HB 436:2013 Risk Management Guidelines – Companion to AS/NZS ISO 31000:2009] 


	Likelihood Rating
	Descriptor
	Definition
	Indicative Frequency

	5
	Almost certain
	The consequence is expected to occur on an annual basis 
	Every year or more frequently

	4
	Likely
	The event has occurred several times or more throughout history of the organization
	Every three years

	3
	Possible
	The event might occur once in the organization
	Every ten years

	2
	Unlikely
	The event does occur from time to time
	Every thirty years

	1
	Very Unlikely 
	Heard of something like that occurring elsewhere 
	Every 100 years




Illustrative Consequence Rating Scale  
[bookmark: _GoBack]The categories below are a guide only – the organization should adopt categories specific to its risk universe. 
	Consequence Rating
	Financial Impact
	People Effects
	Reputation
	Service Outputs
	Legal & Compliance
	Management Impact

	5
	<$3m
	One or more fatalities or severe irreversible disability to one or more people 
	National media coverage; Significant impact on funding  for several years; long-term loss of clients 
	Total cessation of multiple services for many months
	Major litigation costing $>3m; Investigation by regulatory body resulting in long term interruption of operations
	Restructuring of organisation with loss of many senior managers 

	4
	$1m - $3m
	Extensive injury or impairment to one or more persons
	State media coverage; CEO departs affecting funding or causing loss of clients for many months
	Disruption of multiple services for several months
	Major breach of regulation with punitive fine, and significant litigation involving many weeks of senior management time and up to $3m legal costs
	Significant disruption that will require considerable senior management time over several weeks 

	3
	$300k - $999k
	Short term disability to one or more persons
	Local media coverage over several days; senior managers depart; noticeable loss of clients for many months
	Total cessation of one service for a few months
	Breach of regulation with investigation by authority and possible moderate fine, and litigation and legal costs up to $999k
	Disruption that will require senior management time over several weeks 

	2
	$10k - $299k
	Significant medical treatment; lost injury time <2 weeks
	Local media coverage, and complaint to management
	Some service disruption in the area
	Breach of regulations; major fine or legal costs; minor litigation
	Will require some senior management time over many days 

	1
	<$10k
	First aid or minor medical treatment
	No media coverage; complaint to employee
	Minimal disruption
	Minor legal issues or breach of regulations
	Will require some management attention over several days





Illustrative Description of Risk Levels
	Risk Level
	Description

	Very High
	Requires ongoing executive level oversight. The level of risk warrants that all possible mitigation measures be analysed in order to bring about a reduction in exposure.


	High
	Action plans and resources required. The level of risk is likely to endanger capability and should be reduced through mitigation strategies where possible. 

	Medium
	This level of risk should not automatically be accepted for risk mitigation but rather a cost-benefit analysis is required to determine if treatment is necessary. 

	Low
	Treatment when resources are available. The risk should be able to be managed via existing controls and normal operating procedures. 



Illustrative Likelihood and Consequence Matrix 
	Likelihood
	5
	Medium (5)
	High (10)
	Very High (15)
	Very High (20)
	Very High (25)

	
	4
	Low (4)
	High (8)
	High (12)
	Very High (16)
	Very High (20)

	
	3
	Low (3)
	Medium (6)
	Medium (9)
	High (12)
	Very High (15)

	
	2
	Low (2)
	Low (4)
	Medium (6)
	Medium (8)
	High (10)

	
	1
	Low (1)
	Low (1)
	Low (3)
	Medium (4)
	High (5)

	
	1
	2
	3
	4
	5

	
	Consequence


Control Effectiveness Rating
	Control Rating
	Descriptor
	Definition

	3
	High
	Control operating effectively, no deficiencies noted	

	2
	Medium
	Some deficiencies in the control have been identified  however there are compensating controls  to cover identified faults

	1
	Low
	Significant control deficiencies have been identified 
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