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The Need for
Awareness

Learning Objectives:

By the end of this unit the learner will be able to:

e Know the other necessary pieces of the data privacy plan

e Help your organization write, implement, and review a data privacy plan
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Unit 5

The need for Awareness Training

TRAINING

Timely and appropriate training is important as a means to ensure that everyone is able to
address privacy issues, and follow the internal policies that have been created. Everyone has a

responsibility for data privacy, and internal training programs should reflect this.
We will look at two categories of training for employees:

e Awareness training for all employees

e Specific policy training for those employees directly involved in their implementation

AWARENESS TRAINING FOR ALL EMPLOYEES

Describe the minimum privacy training that would be needed by everyone who works for an
organization:
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SPECIFIC POLICY TRAINING

Specific groups of employees should receive training in privacy policies and procedures in the
organization consistent with the scope of their work. The policies covered may be different for
each group of employees, based on the work they do. Some groups of employees may not need

any additional training beyond awareness.

TEXT YOUR KNOWLEDGE

Develop a list of training methods that can be used in the workplace.

Training Methods
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OTHER NECESSARY PIECES

In addition to the policies and procedures that have been covered so far, there are a few
additional pieces that need to be considered when compiling a Data Privacy Plan.

DATA PROCESSING AGREEMENT OR DATA
PROCESSING ADDENDUM (DPA)

A DPA is needed for every third-party processor used by an organization. A processor would be
any entity that takes data, and performs an action on it, even if that action is simply storing the
data. A DPA is essentially a written contract between the organization and the third-party,

outlining responsibilities, safeguards in use, and a promise to not abuse the data being shared.
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Each third-party processor in use by an organization should be contacted individually to obtain
the appropriate contract. If the third-party doesn’t have a DPA pre-made, one may need to be

drawn up.

DATA PROCESSING IMPACT ASSESSMENT
(DPIA)

A DPIA is used to assess the risk of a new processing action proposed by an organization, if the
action is anticipated to be regular (not occasional), risky, or involves the use of special
categories of personal data (like criminal or medical records). A DPIA must be completed and

filed for each applicable processing action.

SUPERVISING AUTHORITIES

It is important to know the supervising authorities that govern the data privacy legislation in
your business area, and ensure you have appropriate contact information filed for any in case

they need to be contacted.
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