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Developing a Business

U N IT- 1 3 Risk Management

Programme

Learning Outcomes

By the end of this unit the learner will be able to:

v" Discuss the basic steps involved in creating Enterprise Risk Management Programme
v Explain the importance of a contingency plan for a business and its main objectives
v Determine the scope of business impact analysis.

Copyrights © CPD (Courses for Professional Development). All Rights Reserved. Unit 1210-V1 Page 1



Diploma in Risk Management ‘

Unit 13

Developing a Business Risk Management Programme

Introduction

Establishing and managing a successful Business Risk Management Programme has no shortcuts. There
are only trade-offs concerning levels of risk and resource requirements. Despite the fact that the process
of formulating risk management strategies and business continuity/contingency plans can be expensive,
lengthy, and very time-consuming, it can make the difference between not surviving a risk-related event
or getting through with most things intact. One benefit of this process is that information will be
uncovered which can also lead to everyday operational enhancements within the business itself and also
with its business partners.

When faced with the huge task of starting a risk management programme in the company, it is best to
break the complex tasks into smaller manageable portions.

The following stages form the basic steps for designing a company-wide Risk Management Programme:

v Risk analysis and assessment;

v Business continuity and contingency planning;
v Response and resumption;

v Business recovery; and

v Review and re-evaluation

However, these must be broken down further into components or parts in order to actually start working
on these activities. Thus, an expanded Risk Management Programme structure would work in the
following manner:

v Programme inception and justification;

Programme initiation and management selection;

Risk analysis and assessment:

Risk identification and awareness

Risk analysis or measurement — also known as business impact analyses

SR NE NN

Risk control or mitigation
Legal review

¢ Business continuity and contingency planning -;
Plan recovery strategies

Contingency plan development
Training and communication programmes

SRR NEN

Plan testing

Copyrights © CPD (Courses for Professional Development). All Rights Reserved. Unit 1210-V1 Page 2



Diploma in Risk Management ‘

v Review and revision, as required
v Plan approval

v Final plan distribution

v Plan maintenance

» Response and resumption;
» Business recovery; and
¢ Review and re-evaluation

Programme Vision and Rationalisation

A comprehensive and effective Risk Management Programme cannot be created in just a few weeks. A
substantial amount of time, effort and resources will be needed to create a programme that deals with
the needs of the entire company. Therefore, absolute support of the company’s executive management
is required, without which the tasks that are necessary to create the programme will not enjoy top
priority, funding or attention. This is especially true if the risk management philosophy is being
presented to a company for the first time. An endorsement of the level of effort that will be needed and
the purpose of the exercise must come from the executive management or board of directors. Creating
an awareness of the need for risk management and its benefits can be addressed in the following ways:

e By emphasising possible risks to the company and by making comparisons to other companies
that have suffered severe business disruption and successfully managed the crisisevent;

e By pointing out the use of risk management by similar organisations, especially competitors in
the same industry; and

* By explaining possible impacts to the company in respect of key performance indicators, such as
market share, customer service levels, costs, staff turnover and profitability.

The first step that can be taken to justify the importance of the programme might be to run a high-level
impact assessment project. A project like this will vary in length depending on the size of the company
and the amount of staff allocated to it. In an ideal world, a high-level impact assessment should take
about a month to complete and comprises the following tasks:

» Ascertain the mission-critical operations for the organisation and identifythe potential risks;

» Prioritise these mission critical operations;

e Launch a high-level analysis that exposes the severity of the impact on the business if key
operations are lost;

» Detect areas of vulnerability which are easily recognised, like the use of single-source suppliers or
dated technology infrastructure; and

¢ Present a comprehensive report to executive management that describes the structure and
process flows of the company at a high level, identifies serious areas of risk exposure and possible
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management liability and evaluates the scope and cost of continuing with risk mitigation and
contingency planning.

Once the programme has received approval from executive management, the actual programme
initiation and management selection tasks can be launched.

Programme Initiation and Management Selection

Executive management should commence the formal risk management programme once the high-level
risk assessment project is complete or as soon as it is realistically possible. The following activities
provide an outline of the steps necessary to establish and operate a successful risk management
programme:

» Select or hire an executive-level or senior management leader (the CRO);

» Establish a company risk management team made up of applicable stake holders;

o Let all staff know about the risk management programme and its purpose;

¢ Conduct a company-wide inventory of business operations and a high-level impact assessment
only if it was not done as a first step, as described previously;

» Develop a company-wide inventory of essential elements that support critical operations;

o Have risk assessment interviews with key staff members from each functional area;

¢ Conduct a legal review and evaluation;

» Collect, save, and evaluate risk data and report the results;

» Plan, create, and budget for risk prevention measures and event detection processes;

» Evaluate, train for, and implement preventative measures and processes;

¢ Create contingency plans for risks that cannot be adequately prevented;

» Review, test, train for, and revise contingency plans;

» Accept and distribute final contingency plans;

» Observe results of preventive measures and adapt new processes asrequired;

¢ Establish early warning and detection systems; and

» Develop and communicate the programme.

A company-wide risk management team must be created to monitor and guide the programme. This
team is responsible for handling potential problems and reduce or eliminate operational failures and
income or profit reduction. Enterprise staff that should be recruited as essential members of this team
are those with business expertise and skills in the following areas: corporate communications, staff
training, project management, business analysis, legal and contract administration, strategic and tactical
planning, and financial management and information technology.

All staff members need to be made aware of the programme being introduced and be given an overview
of the issues and risks the company intends to address. They must be informed about the contact person
in the risk management programme, of the business implications of the identified risks and the plan to
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deal with these risks. Initial employee information should include how the project is expected to proceed
and a description of the resources being focused on the risk management programme.

Continual communication in respect of the status of the project is just as important as the initial
awareness communications. On-going awareness can be achieved in many ways like: including a risk
management programme column in the company’s internal newsletter, designing a risk management
newsletter, publishing progress information on the organisation’s intranet and distributing e-mails from
the programme’s management team on a regular basis.

Risk Identification and Assessment

The next step in the risk management programme is to define a strategy and set guidelines for
conducting an enterprise-wide inventory of important operations and vital elements that support those
operations. This step establishes the overall objectives of the risk exposures on which the company
intends to focus.

Risks faced by an organisation tend to originate from three sources:

o The organisation’s mission, structure, and culture;
¢ The assets and resources owned or controlled by the organisation; and
» The company’s business partners.

A high-level business impact assessment should be conducted as a first step, prior to the formal risk
management programme, if it wasn’t done previously. As mentioned above, the purpose of this high-
level impact assessment is to identify and prioritise mission-critical operations and their associated risks.
If a complete and current contingency plan, namely disaster recovery, business continuity and business
resumption is in place, it should have a list of mission-critical operations.

A business impact assessment can be done if a contingency plan does not already exist by ensuring that
the following is in place:

» All business operations are identified —including those within the company itself and also
business functions that link the company to or interact with external trading partners;

o A questionnaire is designed that will help identify and prioritise mission-critical operations;

¢ Meetings with enterprise management for completing the critical business operation
questionnaires;

» Questionnaire responses are collected and tabulated; and

o A prioritised list of mission-critical operations based upon tabulated questionnaire responses is
available.

An inventory of essential elements that provide direct or indirect support must be conducted for each of
the identified operations.
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Usually, an inventory of essential elements is needed to facilitate an effective risk assessment in the
following categories:

The organisational structure;

Enterprise-based performance measurements;

Office equipment and facilities;

Telecommunications systems;

Computer software and equipment;

Network connectivity within the company and to externalenvironments;

Architectures, designs and configuration management information in respect of all applications,
systems, and networks, which are used in the company;

Investments, insurance, contracts, and agreements; and

All business partner relationships including suppliers, vendors, customers, or other third-party
organisations that provide products or services

The level of inventory detail that must be collected for each identified risk will be dictated by the
previously established inventory strategy.

There are several approaches to collecting the inventory data, including:

Performing a thorough and detailed-level (micro) inventory;
Executing only a high-level or macro inventory; and
Carrying out a combination of both a high-level and where required, a detail-levelinventory.

If time and financial constraints are an issue, one way to achieve the essential elements inventory could
be to conduct a high-level inventory and then, to proceed with a risk assessment based on summarised
inventory data. This approach has the advantage that allows a quick inventory collection to be done that
can then be used to begin the risk assessment process. However, it has the disadvantage of introducing
the risk of overlooking critical operations, functions or essential elements, creating an incomplete
baseline from which to conduct a risk assessment. The company needs to weigh the advantages and
disadvantages of each inventory approach. The inventory approach chosen must provide essential data
to enable the more specific identification of potential risks to mission-critical operations. At the end of
this process, the results of the inventory will help establish the extent of the risk management
programme, the overall strategy of the programme and its impact on the organisation.

Determining Mission-Critical Operations

A strategy for quickly identifying areas that would suffer operational, financial, legal and/or regulatory
loss in the event of an interruption is through a business impact analysis. Management should rate the
impact that an interruption in an operation would have on the critical success factors for the
organisation by using the severity of impact of an operation’s interruption as the main rating factor.
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These critical success factors include, but are not limited to the following:

Internal controls — Would the organisation’s internal controls, measurements, and reporting be
threatened by an adverse incident?

Safety and security — Would the safety and security of the employees or the physical assets of the
organisation be in danger?

Communications — Would the company’s communication abilities, such as electronic data
interchange with its business partners be interrupted?

Revenue generation — Would the company’s ability to service its customers and generate revenue
be disrupted by the event?

Reputation — Would the organisation’s image or brand be damaged due to the risk event or other
supplementary effects?

Legal — Would the business be violating any regulatory requirements or contractual agreements?
External reporting — Would the incident prevent the organisation from generating external
reports, such as financial statements, tax returns, etc?

All of these aspects must be listed and examined for each of the operations or business functions listed.
Help may be needed from a company’s trading partners or affiliated businesses to create an inventory of
critical success factors for the processes that extend beyond the immediate enterprise.

The next step is to identify the impact that an incident would have on a specific business function, and
prepare an estimate of the loss that will be felt for the duration of an expected disruption. This process
will need additional input from business unit managers and members of the risk management team who
facilitate this process.

The next stage in business impact analysis is to prioritise the list of business functions to identify what is
truly mission-critical for the business. For each of the functions identified, the following classifications
indicating a recommended recovery timeframe should be attached:

1.

Highest category of availability: This means that immediate resumption of business functions is
essential. No downtime of this function or business process can be permitted. Generally, this will
require a fully equipped and staffed alternative site to be in place and available24/7;

Short period of downtime can be tolerated. Four hours or less downtime is acceptable for these
functions, but work must be resumed within four hours. Once again, an alternative site must be
available which can be staffed and functional within a four-hour timeframe;

Resumption of function is required the same day, but a specialised alternate site is not required.
Business functions can continue in any type of alternative location, such as an employee’s home or a
borrowed office;

24 hours of downtime is acceptable for this business function;

24-72 hours allowed for business to resume for this function; and

More than 72 hours is acceptable for resumption of the business function.
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All internal and external dependencies must be taken into account and documented when creating the
list of business functions and resumption criteria.

Assessing and Analysing the Risks

After identifying and prioritising mission-critical operations and collecting an inventory of essential
elements that support those operations, the risk management team can continue with the next step of
the project. Practical alternatives and guidelines must now be defined that will be used to assess,
quantify and evaluate risk; gather risk assessment information and store accumulated risk assessment
data in a manner that allows risk analysis and reporting to be performed. Conducting a risk assessment
of the possible risks to which the company is exposed is central to the contingency planning process. The
types of disasters can vary based upon several factors, including but not limited to:

¢ The past performance level of local utility companies in providing continuous services;
¢ The history of the area’s exposure to natural disasters;

» The company’s geographic location; and

e The amount of physical accessibility to the organisation.

Risk Evaluation Criteria

Risk Measurement Criteria should be identified in order to select an appropriate approach that can be
used to assess risks involved. There are five main factors used to evaluate the probability and severity of
the failure of a company’s operation or essential supporting elements, the organisation’s exposure,
timing, and the volatility of the event’s occurrence.

Rating the chance of a performance failure helps to highlight potential failures that pose real or highly
likely dangers to the business. This separate and distinctive rating step helps to focus mitigation and
contingency planning energy on appropriate high probability risk areas. Some risks occur quite
frequently but are low in severity, while other risks rarely occur but may be severe. Gathering failure
frequency data from staff, vendors or suppliers responsible for an essential element can help ascertain
relatively accurate failure probability estimates for most aspects under their area of concern. In the same
way, getting the severity and frequency of natural disasters for a given geographic location from subject
matter experts will provide forecasts for these types of occurrences. The severity factor answers the
question ‘how bad can it get? The higher the severity, the greater the risk is to thecompany.

The following factors should be considered when rating the possible severity of impact of a performance
failure:

¢ Failure tolerance is an indication of the maximum acceptable length of time for the loss of an
essential element or operation. In other words, how long after a failure occurs will customer
service feel the impact? Put another way, how often during a specified length of time (for
example, one month) is an essential element used in support of a business operation?
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¢ The impairment level of the failure, which is the maximum impact that will be felt due to the
failure if it is not resolved speedily.

® The time horizon from failure to full impairment, which is the time difference (if there is one)
between the failure event itself and the full impact of its effects. For instance, a failure of the
general ledger system may ultimately cause severe impairment to a company’s ability to produce
financial statements, but the full effect of the loss may only be felt during the month end runs.
Other circumstances may intensify the time horizon. If a production line fails, the failure may be
recovered from before there are any significant impacts to the organisation if, for example, there
is a three months’ sales worth stock currently in inventory. Generally though, the longer the
duration of the exposure, the higher the risk.

¢ A contingency plan should reduce the ultimate impact experienced through performance failure.

In order to assign a severity impact to the interruption of an operation or an essential element failure, a
precise and easily understood rating scale is needed, for example:

A = Total impairment

B = Considerable

impact C=

Moderate impact

D = Minor impact

E = Negligible impact on the company or supported operation

Assigning severity ratings to operations and essential elements provides the raw data required to
conduct a performance failure impact analysis. Severity impact ratings frequently provide sufficient
information for management to make informed choices regarding mitigation and contingency strategies.
The effect of an operation or element’s failure provides a clear indication of that operation or element’s
importance to the business. The prospect of a failure actually arising should not alter the importance of
the specific operation or element to the company. Therefore, a rating model based upon severity of
impact produces a candid means to establish a prioritised list of mission-critical operations and essential
supporting elements.

The organisation’s exposure implies the maximum amount of damage that will be experienced from a
risk event. Simply stated, in the absence of other factors, the risk to the company associated with a
specific event increases as its exposure increases. The exposure factor can be reduced by transferring the
risk to an external party such as an insurer, or it can be managed by allocating additional capital to cover
it.

The volatility of an event describes the variations of circumstances that dictate the potential outcome of
the risk. This is an important aspect of the risk as it dictates that the more volatility that is present, as in
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some market conditions, the higher the corresponding risk. For instance, investment in derivatives is an
extremely risky venture because their underlying market conditions are volatile, particularly in illiquid
markets.

Developing a Risk Survey

When a risk assessment approach has been selected, it is used to guide the formation and use of an
appropriate assessment survey tool. A set of comprehensive and business-unit-specific questions is
developed for use during the series of risk assessment interviews that are held with key staff from each
functional area of the business. These interviews help to identify and quantify risks related to the
potential for failure of an essential element, offer insight about the dependencies between mission-
critical operations, and supporting essential elements and provide information on which to base
mitigation and contingency planning activities.

Identifying unfavourable and beneficial events is very important to uncover the full spectrum of potential
risks. Whether the organisation is considering possible effects of the death of a key executive in the
organisation or better interest rates than forecasted, this is the time to brainstorm about worst-cases
scenarios, including events that may not be immediately obvious.

Organisations may not realise the full extent of their liability exposure. For example, a company in the
chemical industry may fully understand its liability at manufacturing plants, but the impact of lesser
pipeline failures or a problem with shipping products it is not so obvious. If a chemical producer stores a
product for which it is liable at a railhead and there is a spill or chemical release, what happens? While it
is easy to consider the big, obvious issues, the complications lie, as always, in the unique and smaller
details.

A checklist of questions is a good way to stimulate thinking when drawing up a comprehensive survey to
address the large and the small issues that may impact the company. For example:

Functional Area Questions to Consider

Business Operation

Production What factors might interrupt the production of goods and services?

Distribution What factors might interrupt activities with existing channels, such as suppliers,
wholesalers, retailers and the Internet?

Customer service What factors could disrupt relationships with purchasers of goods and services?

Post-sales service What factors could interrupt servicing after the sale is made?

Changing markets What factors could prove costly as a result of changes in consumer demand?

Changing technology What factors could prove costly as a result of changes in technology?

Legal or government What factors could interrupt activities or be costly as a result of existing or new laws
and regulations?
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Business
liability

Product

What hazards exist because products are used or misused or might be
potentially defective?

Environment

What hazards could prove costly because of pollution or other accidents?

Facilities What hazards exist because of physical facilities or operations?
Employees What risks exist from current or former workers?

Trading What hazards exist from buyers or suppliers of goods or services?
partners

Third parties What hazards exist from unrelated parties?

Risks to physical
or

intellectual

assets

Catastrophes What hazards exist from floods, earthquakes and similar occurrences?
Governmental What hazards could prove costly as a result of governmental actions?
Computer What hazards could disrupt telecommunications systems?

systems

Property What hazards exist from fire, explosion, utility failures and similar
exposures occurrences?

Functional area Questions to consider

Financial

considerations

Fixed assets
productive

What factors could interrupt sources of long-term debt and equity funds
to finance assets?

Working capital

What factors could interrupt sources of liquid assets and short term
debt?

Table 13.1

Some general questions that may be asked when discussing various points can include:
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» |If the demand for the product is higher than expected in forecasted plans, how should the

increased demand be met?

e What actions should our company take to reduce the effects caused by the occurrence of certain

man-made or natural disasters, like the loss of patent protection, a hostile takeover attempt, loss

of computer capabilities or the destruction of manufacturing facilities due to earthquakes,

tornadoes, or hurricanes?

» |If forecasted sales objectives are not reached, how can profit losses be avoided?

e If a major competitor withdraws from a particular market, what should the business do to deal

with the potential void?

* What actions should be taken if a technological advancement or emerging market condition

makes our new product obsolete sooner than the business thought itwould?
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Risk Control and Alleviation

Now that the mission-critical operations and essential supporting elements of the business have been
identified and prioritised according to their importance and criticality to the overall success of the
company, this information can be used to create risk mitigation plans.

Various methods, or fixes, can be used during mitigation planning that address risk issues. Fix methods
must be clearly defined and then assigned to each essential element being subjected to this planning
process. These fix methods include but are not limited to:

¢ Quick fixes — adjustments or corrections of an essential element that requires much less time
than other potential solutions;

¢ Partial replacement — generally applied to a system: replacing an unreliable or non-working part
or function in a system with a working part or function.

» Full redundancy or replacement — involves two approaches: full redundancy refers to having a
working part or function available for use if the existing part or function fails. Full replacement
means the complete replacement of a failed or defective system or essential element with a
functioning one;

¢ Hire and train additional staff — a manual alternative to the above methods whereby all or part of
a failed or defective automated process is replaced; and

e Qutsourcing — using a third-party organisation to correct failures or defects of a given essential
element.

A plan outline to be used for individual mission-critical operations, and which, with all operations
considered together, forms the enterprise risk mitigation plan, must be established and be based upon
the strategy and project scope decisions established when the business rules guidelines were adopted at
the beginning of the mitigation planning process. At this point, it is necessary to estimate, justify, and
formally allocate the budget needed to execute the plans in order to avoid delays in implementing the
newly developed mitigation plans. The budget must at least include the funds required to purchase
computer equipment and software, pay vendors for services and fund new facilities or infrastructure or
any other expenses that will be incurred during the process of implementing the mitigation plans. This
budget is then dedicated to mitigation plan implementation activities.

Testing and Implementing Preventive Measures

A crucial part of having a Risk Management Programme is the test planning and testing of risk mitigation
plans. Official acceptance testing guarantees the functional viability of each plan. Test planning is
important to the critical path of this part of the project because of the scalable nature of testing. The
formal test plan for each mitigation plan is unique and specific to a corporate function or group of
related functions. The quality assurance process must be comprehensive because of the sheer size of this
project. Testing and quality assurance issues must be addressed to see if any changes are required to the
company’s Quality Assurance Programme.
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The following questions address some of the quality assurance issues that must first be answered:

» How are baseline test standards selected?

*»  Where and what test results will be saved for future appraisals?

» What kinds of tests are required?

¢ What are acceptable test results?

* How and where is the test environment to be established?

» If a separate test environment cannot be established, what are the risks associated with
unintentional harm to the production environment?

¢ What are the differences between the test and production environments?

¢ Who is responsible for conducting the tests and storing the results?

*  Who will create test scripts and documents?

» Isthere a standard database for system-wide testing?

Before Risk Mitigation Plans are implemented, it is essential to implement staff training about new
processes and procedures. The amount of training required varies widely and depends upon the extent
of operational changes to be made to accommodate the mitigation plans. This may be challenging for
many, but particularly long-term employees, because changing old habits can be verydifficult.

A training needs assessment must be carried out to answer questions about the specific training that will
be required and who needs to be trained.

Conducting Legal Reviews

A review and evaluation from a legal perspective of liability related to an interruption of mission-critical
operations is an important part of the Risk Management Programme. It involves a detailed review of all
contracts, agreements, documented performance standards and management liability to shareholders.
This includes revising all contractual relationships with third parties, including but not limited to,
customers, suppliers, and vendors and identifying obligations related to maintenance or other
outsourced services being supplied to the company.

Special attention should be paid to the following conditions when creating the legal risk strategy:

» Areas where the effect of an interruption to operations far outweighs the remedies available;
e The possibility of such a problem occurring seems likely; and
» Recovering from the potential problem is difficult and expensive for the business.

Other recommendations include, but are not limited to, the following:

» Risk Management Programme activities that are required for regulatory compliance should be
implemented;

* Operational and procedural changes necessary to avoid injury and improve safety risks should be
implemented;
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* An outline of the policies and procedures related to business partner management should be
prepared;

» Current legal activities required to support the risk management programme should be
conducted;

¢ Required changes in the insurance coverage should be made; and

» Financial practices essential for compliance with reporting and disclosure guideline should be
implemented.

Developing Contingency Plans

The company must be prepared for a worst-case scenario even if the best risk-avoidance efforts have
been implemented. For example, if multiple serious incidents occur across organizational and
geographical boundaries, accompanied with disruptions to communication and power supply, the
company needs a means to collect, filter, prioritise and escalate issues up the appropriate management
ladder. Operational reliability and stability must be sustained to ensure the company survives. This is the
main objective of contingency planning. Therefore, a comprehensive contingency plan must include the
following goals:

» Ensure that potential harm to the company employees and visitors are reduced or completely
eliminated;

» Reduce damage to or loss of company assets;

» Make sure that important resources will be available to ensure that business can continue to
meet customer needs during aninterruption;

¢ Ensure that an alternative processing location for the restoration of mission-critical operations
can be setup speedily;

¢ Be cost-effective;

¢ Reduce the need for decision making during a disastrous situation; and

¢ Provide a standard for testing and updating the contingency plan.

Before launching the contingency planning task, the Risk Management team should collect and analyse
any existing records on organisational processes and capabilities which the company may already
possess that address issues surrounding worst-case scenarios. It might not be necessary to rewrite the
existing plans merely to conform to new formats. However, the plans and the processes used to develop
them, must be evaluated to ensure that they are suitable for contingency planning purposes and
leveraged to the greatest extent possible. Using these existing plans and processes should minimise the
effort needed to develop an overall company contingency plan, and it could encourage re-using the
procedures employed to develop those plans.
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Developing Recovery Strategies

After the essential and critical business functions have been identified and their effects on the
organisation during the course of an interruption have been evaluated, the next step is to identify the
resources required to continue to perform these necessary business functions.

These generally fall into one of the following categories:

® Operations — including staffing and supplemental staffing if required. Functions affecting direct
customer service are normally given a high priority within thiscategory;

e Key business partners — including suppliers, vendors, or other third-party organisations providing
important products or services to the business;

» Facilities — including an inventory of items and fixed assets needed to resume essential functions,
development of a facility recovery plan and identification of alternative physical work
environments;

» Information systems — including duplication of all vital computing equipment, the required
operating environment and data recovered from off-site storage. This category also includes the
requirements for distributed processing capability if that is a support resource to an essential
function; and

¢ Telecommunications — including resumption of voice and datacommunications.

Consider a range of available solutions to deal with the failure of an operation, process or essential
element when planning for operational contingency:

» Using retired employees to provide supplementary staffing resources;

» Invest in cellular or satellite telephones for emergency communications;

e Stockpile additional supplies from a key supplier;

» Arrange for space to store additional supplies/raw materials;

¢ Arrange for supplies to deliver via an alternative mode of transportation; and
» Revert to old manual procedures for currently automated processes.

Regardless of the other conditions for which the business function resumption procedures account, they
must always consider the following two major scenarios:

1. The facilities or services, on which the business functions usually depends upon, are not available
and critical business functions must continue without them. These can include electricity, water,
and manufacturing materials, etc.

2. The building and its contents in which the function usually takes place are not accessible and
recovery may need to happen at an alternative site.
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Investigate all available options for meeting the goal of resuming business operations within the
mandated timeframe. Develop cost estimates and compare them against the potential costs to the
business resulting from a resumption failure.

Business function resumption options include:

» Transfer work activities from the affected site to another within the organisation that has
appropriate facilities;

e Alternatives are conference rooms, training rooms, or cafeterias that can be equipped
temporarily to support business functions;

» Dedicated alternative sites, built and equipped by the company, may be used to resume business
functions; and

» Reciprocal agreements with other business units to accommodate the disrupted functions. This
may involve halting non-critical functions within the company that have not been affected by the
incident, until full recovery of the disrupted function has been achieved.

Identify critical staff resources that are required to respond to a disaster. Develop an organisational chart
depicting the command and control structure of a crisis management team and its relationship to the
company’s actual organisational structure. Identify the members of the crisis management team and
their roles and responsibilities by establishing standard operating guidelines for each team. This ensures
that the company has a command and control structure in place that will be able to respond to an event
successfully, thus reducing the impact on critical operations.

Documenting the Plan

Document the business resumption strategies that have been identified and agreed on, and develop the
final contingency plan.

The plan should include the following aspects:

¢ The preliminary introduction that includes the reason and purpose for the plan, the scope of the
plan, people involved, and the range of events that are covered,

e A definition of the crisis management structure, providing an appropriate organisational chart
along with roles and responsibilities of the team members;

» Policies and procedures to be activated when a crisis occurs. These include detection and
notification processes, site damage evaluation procedures, alternative site notification policies,
and the procedures for retrieval of off-site records or materials, etc.;

* Information and procedures for establishing and activating the emergency operations centre,
including location information;

» Emergency notification lists for each business unit. These should contain phone numbers, cell
phone or pager numbers, and home phone numbers, etc. for each team member identified as a
participant in the business resumption team, as defined later in thissection;
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e Contact information for internal and external vendors, key customers and other commonly used
numbers that may be required during an emergency, such as local or national government
agencies, building or facilities security agencies, off-site storage vendors, insurance agents, etc.;
and

¢ Information about any events requiring specialised personnel or equipment for site damage

assessment or hazardous material containment, including copies of any contracts for services or
pre-event agreements.

Each plan must have fully documented procedures for handling an incident that results in the activation
of the plan.

When the plan has been drafted, the ERM process continues with creating a communications and
training programme designed to educate the employees about the plan and how to use it. This also
prepares the company for the important testing phase, which will then provide input for any plan
revisions.

To conclude, we can see that dealing with business risk is a huge challenge for every company. Given the
complexity of today’s business relationships and the possibility that failures may occur, a risk
management programme will enable a company to deal with risks effectively, even though no one can
really predict the most adverse events that could cause business interruption. Therefore, an effective risk
management programme is critical for a company’s overall success. The essential ingredients of
assessment, awareness, identification, crisis response, mitigation, and contingency planning, as well as,
rigorous project management are vital in order to successfully minimise the company’s exposure to risk.

Further Reading:

v' The Complete Guide to Business Risk Management 3" Edition, (2015), By Kit
Sadgrove

v' Operational Risk Management: A Complete Guide — 2021 Edition, By The Art of
Services — Operational Risk Management Publishing
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